1.1. Debugger using breakpoint interrupt

We now write a debugger using INT 3. This debugger stops at the same point everytime where the breakpoint has been set up unlike the previous one which stopped at every instruction. The single step interrupt in this example is used only to restore the breakpoint interrupt which was removed by the breakpoint interrupt handler temporarily so that the original instruction can be executed.
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	; elementary debugger using breakpoint interrupt
[org 0x0100]

              jmp start

flag:         db   0                  ; flag whether a key pressed
oldisr:       dd   0                  ; space for saving old ISR
names:        db   'FL =CS =IP =BP =AX =BX =CX =DX =SI =DI =DS =ES ='

opcode:       db 0

opcodepos:    dw 0

;;;;; COPY LINES 008-025 FROM EXAMPLE 6.2 (clrscr) ;;;;;
;;;;; COPY LINES 028-071 FROM EXAMPLE 10.1 (printnum) ;;;;;
;;;;; COPY LINES 073-114 FROM EXAMPLE 10.1 (printstr) ;;;;;
;;;;; COPY LINES 116-128 FROM EXAMPLE 10.1 (kbisr) ;;;;;
; single step interrupt service routine
trapisr:      push bp

              mov  bp, sp

              push ax

              push di

              push ds

              push es

              push cs

              pop  ds                 ; initialize ds to data segment
              mov  ax, [bp+4]         
              mov  es, ax             ; load interrupted segment in es
              mov  di, [opcodepos]    ; load saved opcode position
              mov  byte [es:di], 0xCC ; reset the opcode to INT3
              and  word [bp+6], 0xFEFF; clear TF in flags on stack
              pop  es

              pop  ds

              pop  di

              pop  ax

              pop  bp

              iret

; breakpoint interrupt service routine
debugisr:     push bp

              mov  bp, sp             ; to read cs, ip and flags
              push ax

              push bx

              push cx

              push dx

              push si

              push di

              push ds

              push es

              sti                     ; waiting for keyboard interrupt
              push cs

              pop  ds                 ; initialize ds to data segment
              mov  ax, [bp+4]         
              mov  es, ax             ; load interrupted segment in es
              dec  word [bp+2]        ; decrement the return address
              mov  di, [bp+2]         ; read the return address in di
              mov  word [opcodepos], di ; remember the return position 
              mov  al, [opcode]       ; load the original opcode
              mov  [es:di], al        ; restore original opcode there
              mov  byte [flag], 0     ; set flag to wait for key
              call clrscr             ; clear the screen
              mov  si, 6              ; first register is at bp+6
              mov  cx, 12             ; total 12 registers to print
              mov  ax, 0              ; start from row 0
              mov  bx, 5              ; print at column 5

l3:           push ax                 ; row number
              push bx                 ; column number 
              mov  dx, [bp+si]

              push dx                 ; number to be printed
              call printnum           ; print the number
              sub  si, 2              ; point to next register 
              inc  ax                 ; next row number 
              loop l3                 ; repeat for the 12 registers
              mov  ax, 0              ; start from row 0
              mov  bx, 0              ; start from column 0
              mov  cx, 12             ; total 12 register names
              mov  si, 4              ; each name length is 4 chars
              mov  dx, names          ; offset of first name in dx
l1:           push ax                 ; row number 
              push bx                 ; column number 
              push dx                 ; offset of string
              push si                 ; length of string
              call printstr           ; print the string
              add  dx, 4              ; point to start of next string 
              inc  ax                 ; new row number
              loop l1                 ; repeat for 12 register names
              or word [bp+6], 0x0100  ; set TF in flags image on stack
keywait:      cmp  byte [flag], 0     ; has a key been pressed
              je   keywait            ; no, check again

              pop es

              pop ds

              pop di

              pop si

              pop dx

              pop cx

              pop bx

              pop ax

              pop bp

              iret

start:        xor  ax, ax

              mov  es, ax             ; point es to IVT base
              mov  word [es:1*4], trapisr ; store offset at n*4
              mov  [es:1*4+2], cs     ; store segment at n*4+2
              mov  word [es:3*4], debugisr ; store offset at n*4
              mov  [es:3*4+2], cs     ; store segment at n*4+2
              cli                     ; disable interrupts
              mov  word [es:9*4], kbisr ; store offset at n*4

              mov  [es:9*4+2], cs     ; store segment at n*4+2
              sti                     ; enable interrupts

              mov si, l2              ; load breakpoint position in si
              mov al, [cs:si]         ; read opcode at that position
              mov [opcode], al        ; save opcode for later use
              mov byte [cs:si], 0xCC  ; change opcode to INT3
; breakpoint is set now, INT3 will come at l2 on every iteration

; sample code to check the working of our elementary debugger
              mov ax, 0

              mov bx, 0x10

              mov cx, 0x20

              mov dx, 0x40

l2:           inc ax

              add bx, 2

              dec cx

              sub dx, 2

              jmp l2


